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Swimming in the Cyber Sea
 ▷ Don’t get hooked by phishing scams!
 ▷  Cyber Safety 101: Pull the plug on  

 cyber crime
 ▷ Know thy (cyber) enemy
 ▷ Driver Training Simulator - practice 

 makes perfect!
 ▷ Spring forward with seasonal reminders

Questions? Be sure to contact your broker or Clear Risk 
Solutions risk manager today!

Managing Your Risk

https://www.chooseclear.com/


It’s just another day in the office – or home office – when an unexpected email either requesting personal 
information or containing links and attachments appears at the top of your inbox. What do you do?

Option 1 – Proceed as normal and treat the email as safe. It made it past your spam filter, after all. 
Option 2 – Analyze the email carefully and proceed with caution. If you notice any red flags, initiate your 
        organization’s reporting policy for suspected phishing attempts. 

If you chose option 2, you made the right choice. As the saying goes, “better safe than sorry”. Yet oftentimes, 
well-meaning individuals still fall prey to phishing scams, either because they wish to be accommodating to a 
perceived trusted source, or because they are so pressed for time they do not stop to notice the cues that would 
alert them to potential red flags. 

A phishing attempt is a fraudulent email that tries to fool the recipient into revealing sensitive information or 
clicking on a bad link. Asking yourself the following questions can help determine whether or not an email is a 
potential phishing attempt: 

• Does the sender’s name match the email address domain?
• Does the email domain appear to be from a trusted source, but contain subtle differences from what you’re  
  used to seeing?
• Does the email contain a generic salutation, or perhaps no salutation at all? 
• Does the body of the email contain more spelling and grammar errors than you would expect? 
• Does the tone of the email try to initiate immediate action on your part, contain requests for sensitive 
  information or funds, or make promises that are seemingly too good to be true?
• Does the email contain links or attachments that the message urges you to click?
• Does the email contain references to legitimate services, corporations, or individuals to try to establish a 
  veneer of authenticity? 

Don’t get hooked! If the answer is “yes” to any of these questions, the odds are good that it’s a phishing attempt. 
Train your team to stay alert to these red flags and ensure your organization has protocols for both confirming 
an email’s legitimacy or reporting it as a phishing attempt. 

Information for this article was obtained from Clear Risk Solutions, a Brown & Brown Insurance company.

phish...or 
friend?



The events of 2020 have been a watershed year in 
many ways, especially for cyber activity as society, en 
masse, leveraged technology to maintain operations. 
Naturally, cyber criminals wasted no time exploiting 
this opportunity. A sharp increase in both the number 
and severity of cyber attacks has resulted across all 
sectors. Barely one month into the new year several 
notable attacks have already been made at the state and 
program member level. This year, maintaining cyber 
security will be more important than ever before.

Step 1: Face the risk.

It is often said that a chain is only as strong as its 
weakest link. Are members in your organization – 
the links in your chain – on the same page about the 
importance of cyber security? 

Many medium to small organizations believe that their 
operations are simply too small to be of any interest 
to criminals. Either that or, because they don’t store 
sensitive records or other valuable information as part 
of their standard operations, that they are unlikely 
to be targeted. Unfortunately, this is overwhelmingly 
proving not to be the case. If it were, personal identity 
theft and fraud would not be nearly so commonplace. 

Ransomware is another good example of this. In most 
cases, it matters less to the attacker what information 
your organization relies on than the fact that your 
organization does rely on information to operate. The 
more dependent society becomes on information and 

technology, the more likely it becomes that a cyber 
criminal can extort ransoms from a wider pool of 
victims. In reality, any technology user, no matter 
how small, becomes a potentially lucrative target to a 
criminal hoping to turn a profit.

As in real life, cyber security is everyone’s 
responsibility. It is crucial that the links in your chain, 
from leadership down to volunteers, share the same 
buy-in and commitment to cyber security. When 
it comes to warding off cyber attacks, a culture of 
vigilance is key.  

Step 2: Take time to take stock.

So your organization has acknowledged that cyber 
security is an important subject. Now what? 

Taking the time to determine your organization’s 
“cyber profile” is a valuable next step in your cyber 
security efforts. This could include identifying:

• Services you utilize, apps, software programs,  
  hardware, servers, backups, etc.
• The types of data you handle, data destruction  
  policies, and what your responsibilities are  
  regarding the safeguarding of said data
• Cyber policies, processes, and protocols
• Cyber security training programs for staff and  
  volunteers 

pull the plug on cyber crime



Having a clear understanding of these items will be a 
big help in determining the full scope and scale of your 
cyber operations. This is paramount in determining 
your organization’s level of cyber risk, which will differ 
depending on the industry you are in, the services you 
provide, and the technology you utilize. When your 
cyber profile has been identified, you can develop and 
implement a tailored defense that is best able to protect 
your organization’s information and assets. 

Step 3: Update or implement your security measures.

As they say, a good defense is a good offense. Do not 
rely exclusively on passive systems like data back-
ups, firewalls, and antivirus software to protect your 
organization. An effective cyber security strategy 
utilizes both passive and active security measures. 

Passive Security
Think of “passive” measures as the first line of 
defense, like a home security system equipped with 
cameras, sensors, and alarms. Once installed, the 
system constantly monitors the property and alerts 
the homeowner to potential threats. This type of 
system can be a major deterrent to bad actors, as it 
dramatically reduces the likelihood that a home break-
in will be attempted in the first place. If a criminal 
decides to target the home anyway, there’s a good 
chance the system will be able to thwart the break-in 
attempt before any real damage is done.

However, this passive system is still not a total 
guarantee of safety. Despite setting off the alarm, a 
burglar might still be able to break in, steal valuable 
property, and escape before the police are able to 
arrive. While the passive system was able to identify 
and monitor the break in – which are invaluable 
assets in the aftermath of a crime – it was not a total 
guarantee of safety: the loss of valuable property still 
occurred. The takeaway? While the passive system 
certainly helped and was a valuable investment, it was 
not a comprehensive security strategy all on its own.

Most organizations have some form of passive cyber 
security in place, or are at least aware that they should. 
While no security system is 100% secure, adding active 
elements is an excellent way to help fill in some of the 
gaps left by passive security. 

Active Security
If passive security is like a home security system, 
think of active security in terms of remembering to 
lock doors, switching out the locks when the keys 
are lost, and calling in a professional to do a security 
assessment. The best home security system in the 
world is useless if you leave your front door open all 
day long – that is an element of security that is actively 
influenced by the homeowner. Examples of active 
security in terms of cyber systems can take many 
forms, including:

When it comes to warding 
off cyber attacks, a culture of 
vigilance is key. 

https://www.lookingglasscyber.com/blog/threat-intelligence-insights/balancing-passive-active-cybersecurity-measures/


• Ongoing training for staff and volunteers
• Regular password updates
• Mandatory minimum password requirements
• Utilizing multi-factor authentication 
• Augmenting the efforts of your internal IT  
  team with additional resources and insight from  
  professional organizations that specialize in  
  analyzing systems and cyber risk

If your organization has no dedicated IT staff, then 
seeking out professional advice of some kind is 
absolutely essential. Talk to your broker or program 
risk manager for advice on how to identify reliable 
vendors that can assist you in these areas. 

The following websites are excellent resources for 
additional research on best practices and emerging 
trends in the cyber security landscape. Remember, you 
may also have access to additional cyber resources as 
part of a cyber policy as well.

If you have questions regarding your organization’s 
current cyber security strategy, or would like assistance 
in getting started, please contact your broker or 
program risk manager today. Cyber security is a 
threat every technology user faces. Do your part - 
#BeCyberSmart. 

Cybersecurity & Infrastructure Security Agency
National Cybersecurity Awareness Month

In the constantly shifting landscape of cyber security, 
it can be difficult to determine friend from foe, and 
the nature of cyber threats are ever-changing. This 
article  contains a quick overview of some of the most 
common cyber threats organizations face today.

Ransomware

This threat involves maliciously installed malware 
that blocks access to data, holding it “hostage” until a 
ransom is paid to the hacker for its release. Common 
places to encounter ransomware are either online or 
as part of phishing attempts that utilize malicious 
attachments, links, or downloads. Ransomware can 
also be delivered via more physical methods, such as 
a compromised USB drive. Practicing safe browsing 
habits, staying vigilant to phishing attempts, and never 
plugging in unvetted devices into your machines are 
excellent ways to avoid ransomware.
 

Human Error

A common threat to all security is simple human 
error. It’s an oft heard story – for whatever reason, an 
employee clicks a bad link or attachment, exposing 
the organization to cyber risk. One small error, even 
one made in good faith, can cause costly damage once 
a data breach has occurred. People are often the last 
line of defense when it comes to cyber threats, which is 
why a wary, vigilant, and well-trained team is a crucial 
element of cyber security.

know thy enemy

https://www.dhs.gov/be-cyber-smart
https://www.cisa.gov/
https://www.cisa.gov/national-cyber-security-awareness-month


Social Engineering

This is a primary technique that exploits human error, 
and can cause otherwise responsible and well-meaning 
individuals into making mistakes. Effective social 
engineering manipulates and deceives by putting 
up a façade of both legitimacy, as well as urgency, 
which compels victims to act without verifying their 
actions. Often, simply following up with the source 
of the request, or running a suspicious request by IT 
or another qualified staff member can help determine 
whether or not a request is legitimate. It is a simple 
step, but one that is often forgotten in the heat of the 
moment, especially if the request invokes a sense 
of urgency, as they often do. Social engineering is 
becoming more and more sophisticated, and is another 
area in which staff should receive rigorous training.

Hacking

This threat is a direct attack on a system’s defenses 
in order to gain unauthorized access. Hacking is 
particularly nefarious in the sense that sophisticated 
attacks can be difficult to detect. Some hacks can go 
months before they are discovered, exponentially 
increasing the devastation of a data breach. Practicing 
good cyber hygiene, such as procuring safeguards, 
regularly updating software, and committing to safe 
web browsing can go a long way to thwart hackers 
from gaining access.

Vendors

If you utilize cyber vendors for services, it is important 
to vet them to ensure they are reputable and 
committed to the highest standards of security and 
service. Making sure others are adequately protecting 
your information is just as important as monitoring 
your own internal safeguards. When selecting a 
vendor, it is a good idea to find out the extent of their 
security measures, as well as what their responsibilities 
will be in the event of a breach.

Unfortunately, these threats are just the tip of the 
iceberg – as technology becomes more sophisticated, 
so do the efforts of cyber criminals. But knowing what 
to look out for is half the battle. Equally important is 
knowing what to do in the event your organization 
becomes the target of a cyber attack.

When an attack is discovered, timing is critical. 
An organization’s initial response can make all the 
difference between a drawn-out, costly incident and 
effective mitigation. We recommend completing the 
following steps as soon as your organization becomes 
aware of an attack or systems breach:

1. Assemble your designated cyber response team.
2. Implement your Emergency Action Plan for  
  cyber incidents. 
3. Contact both your broker and program risk  
  manager. They will provide assistance with:

• Notifying your insurance carrier
• Notifying law enforcement
• Making a claim
• Connecting you to other professional resources

Following these steps will effect a comprehensive 
mitigation and investigation strategy. Involving your 
broker and risk manager at the outset will also help 
avoid making  mistakes throughout the recovery 
process, which can lead to additional losses. Until then, 
we urge members to use caution, good sense, and take 
advantage of the many resources we have to offer on 
this topic. For more information about cyber crime, 
please contact your broker or program risk manager.



When driving, it is often our reactions which can make the 
biggest difference between a costly collision and a safely 
completed journey. Knowing how to react correctly takes 
practice. But how can you safely practice encountering 
wildlife at night, or handling a skid on an icy road?

Our state-of-the-art driving simulator solves this dilemma. 
The portable trailer (pictured right) provides an immersive 
simulated driving environment. The simulator allows trainees 
to practice handling a variety of vehicles in many different 
environments and scenarios without ever having to actually 
take to the road.

Best of all, this unique and valuable service is available to 
members at no additional cost. 

Each training session can be tailored to include the types 
of vehicles in your fleet, as well as the hazardous conditions 
your drivers are most likely to face. From seasonal weather to 
traffic jams, our simulator has it all.

For the convenience of our members, we deliver the trailer 
to your location to conduct scheduled trainings. Sessions are 
completed on an individual basis in 60 minute increments. 

When better weather arrives more vehicles will be taking 
to the roads, making now a perfect time to schedule a 
training session. Contact Lori Sieverkropp at lsieverkropp@
chooseclear.com to learn more. 

practice makes perfect

mailto:lsieverkropp%40chooseclear.com?subject=Driver%20Training%20Simulator
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Between rising temperatures and seasonal rain, it’s no wonder that facilities are often at high risk of sustaining 
costly water damage in the spring. We recommend performing the following tasks at least once a year to prevent 
and prepare for water damage:

• Inspect roofs, vents, windows, and gutters for damage
• Inspect water tanks, fire suppression systems, and  
  piping to ensure they are functioning properly
• Review facility pipe diagrams to ensure they are  
  current
• Open and close all water shut-off valves to ensure they  
  turn easily
• Remind staff of mitigation protocols to follow if water  
  damage is discovered

To round out your water risk mitigation program, we strongly encourage you to learn more about our partner 
resource, HSB IoT Sensors, and how your facility can integrate them in order to head off water damage before it 
occurs. Contact your broker or program risk manager today to learn more.

when it rains Keep water where it belongs: outside.

Spring is just around the corner. As with all seasonal shifts, it will bring with it changing conditions that will alter 
both the natural landscape as well as the risk landscape your organization faces. When winter’s grip begins to 
loosen,  the tides of human activity will begin to shift outdoors once again, and as snow and ice melt away you 
will be able to take stock of the condition your facilities are in.

The brief period of time between spring thaw and the start of summer is an excellent opportunity to get ahead on 
any repairs, maintenance, and preparations your facilities may need to face the coming year safely. We encourage 
you to take advantage of this time to take stock, review procedures, and plan ahead so that you can “spring 
forward” into 2021.

spring reminders



steps to avoid slips
It takes as little as ¼” of height variation in a walkway in order to constitute a tripping hazard. Outdoor walkways 
may have sustained wear and tear over the winter months, and have the potential to sustain more throughout the 
spring weather still to come - don’t forget walkways when conducting your “spring cleaning.”

•      Check your local laws and ordinances regarding your 
       organization’s responsibilities for sidewalks, parking lots, and 
       other public walkways

•      Review all public walkways for slip, trip, and fall hazards such as 
      cracking, buckling, erosion, etc. 

•      If damage or hazards are discovered, effect repairs within a 30-60 
      day timeframe

•      Mark any abrupt changes in walking elevation, such as curbs or 
       steps, with highly visible paint

•      Review housekeeping procedures annually to ensure all 
      hazardous conditions (wet leaves, mud, ice, etc.) are removed 
       promptly from public walkways whenever they occur

Give them a quarter inch, they’ll take a 
fall.

play it safe
Early spring is a critical time for playground 
inspections and maintenance. It is the best chance to 
repair any equipment or landscaping that may have 
been damaged over winter so that properties are safe 
to be used by the public before nicer weather rolls 
around. 

Being disciplined about inspections and repairs can 
help ensure any injuries that are sustained on your 
properties are not the result of negligence on the part 
of your organization. Parks and playgrounds should 
be places of fun and recreation, not life-altering 
emergency room visits. 

If you have a park or playground that you would 
like inspected, contact your program risk manager 
to schedule an appointment today. For additional 
information and resources on how to keep your 
properties safe, contact your broker or program risk 
manager. 

Prepare your parks and playgrounds 
before the public returns.



Please feel free to distribute this publication throughout 
your organization as appropriate, as these communications 

are only sent to our main member contacts.

look the part

high-risk activities

Protecting facilities from vandalism and crime has become more important than ever. Take a look at your facility 
exteriors and ask yourself the following questions to determine whether or not natural crime deterrents are 
already in place: 

• How easy would it be for criminal behavior to be 
  spotted by bystanders? 
• Are physical attributes such as signs and fences 
   used to reinforce ownership? 
• Are facilities well-kept and maintained to avoid 
  the appearance of neglect?
• Is exterior lighting distributed to maximize 
  surveillance efforts?

These questions outline the basic principles of “Crime Prevention Through Environmental Design,” which is all 
about leveraging natural landscapes to lessen the likelihood of criminal activity. For more information on how to 
make your properties appear more secure, please contact your broker or program risk manager.

From skydiving to knife-throwing contests, there are 
many recreational activities that simply carry a higher 
risk profile than others. We would like to remind any 
members considering sponsoring or hosting a high-
risk event that extra steps may be needed to ensure 
both their organizations, as well as participants, are as 
safe as possible.

One of these steps includes contacting either your 
broker or program risk manager for input regarding 
proper controls, waivers, protocols, and more.  It is 
our goal to ensure your organization is informed and 
prepared about the risks you face, but we cannot help if 
we do not know there is a need.

If your organization plans to sponsor an event that 
might be considered hazardous by an average person, 
we strongly encourage you to call ahead for assistance 
in offseting your potential liability. 

Knowledge is power - the more we know, the better 
equipped we are to serve you. Let’s keep it all fun and 
games, rather than claims, in 2021.

Crime and vandalism can be dissuaded by 
appearances alone.

It’s all fun and games until someone makes 
a claim.

http://ciaw.us/
http://wrcip.us/

